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ABSTRACT: It's still a challenge today to provide security, transparency, and integrity on electronic voting systems in
today's digital landscape. This research proposes a biometric blockchain to improve existing voting methods
shortcomings. The system proposed allows facial recognition to authenticate voters, buffering against duplicate or fraud
voting while still ensuring voter eligibility. Votes that have been authenticated are turned into transactions on the
blockchain, allowing for immutability, traceability, and decentralized throughout the process. Each vote will have a
transaction ID, contextually cryptographic included, that allows for vote traceability without the voter being revealed.
Votes marked as fraud in the blockchain system will be rejected as a result of nefarious activity by the TX
(Transaction) validation. The established framework, when being applied, has improved transparency, removed human
latency, and allowed for same-day real-time access to actual voting results. In conclusion, the proposed framework
constitutes a secure, efficient, and confidentiality-presumed digital voting system capable of reinforcing democratic
processes using blockchain technology and biometric authentication.

KEYWORDS: Authentication, Biometric Verification, Blockchain, Cryptographic Hash, E-Voting, Face Recognition,
Transparency

I. INTRODUCTION

Electronic voting has become an important element of modern democratic processes to provide convenience, accuracy
and efficiency to elections. However, the traditional e-voting systems have difficulties such as data manipulation, data
access without authorization and no transparency that challenge the public trust in election outcomes. Using centralized
database management increases vulnerability to tampering and fraud, emphasizing the need for a better approach that is
secure and decentralized. Blockchain technologies can be a credible response to these concerns because they have
immutability, transparency of data, and observability of data without reliance on a centralized authority. The inclusion
of cryptographic principles with blockchain increases the integrity of data and prevents unauthorized modification of
voting records. This research proposes a method for developing a blockchain-enabled biometric voting framework for
secure, transparent and verifiable elections. Biometric authentication using facial recognition is used to verify the
identity of voters and provides assurance that an eligible voter can cast only one vote. The development framework
treats each vote as a blockchain transaction, providing assurance that each voted (recorded vote) transaction is unique,
immutable and traceable. This decentralized approach reduces the risks associated with centralized authority and
increases accountability among election actors. Additionally, the combination of blockchain and biometric verification
adds security to the authentication purpose and the data. The e-voting system also incorporates automated verification
and notification features that can increase user confidence in the transparency of the processes. Upon the mining
process and verification being successful, a transaction ID is generated and securely sent to the voter via email or SMS,
allowing verification of participation without disclosing voting intent. This added layer of security provides end-to-end
verification while maintaining voter anonymity and privacy. Overall, this research shows how blockchain technology
and biometrics can be leveraged to deliver a secure, tamper-proof, and privacypreserving digital voting platform that
enhances democracy and even revitalizes electoral processes.

II. RELATED WORK

Wang, Zikai, et al. [1] introduced WeVoting, a blockchain-based weighted e-voting system focusing on user anonymity
and usability for a digital election system. The authors demonstrate an effective means of authorizing a secure, tamper-
proof vote using a combination of cryptographic primitives and a blockchain framework, all while allowing each voters'
weight, or preference, to be accurately represented without identifying individuals. The system includes smart
contracts, allowing the automatic counting and verifications of votes without further manual engagements to reduce
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human error. The research further emphasizes usability and suggests its importance in supporting usability through an
intuitive interface effectively permitting voter interaction while supporting the rigors of cryptography. Voluminous
experimental evaluations showed that WeVoting performs well in scalability and transaction feasibility under
substantial voting operations. The solution presented aims to manage the tension of achieving transparency against
voter privacy and ensures that no single participant can interfere with outcomes. Overall, this study provides a feasible
and secure mechanism for establishing a blockchain-based evoting system with system robustness and greater
anonymity.

Li, Meiqi, et al. [2] proposed AvecVoting, a decentralized, anonymous, and verifiable e-voting system that operates in
potentially adversarial environments with untrusted counters. The architecture uses a cryptographic mix-net and zero-
knowledge proof schemes that provide anonymity and verifiability of votes without revealing voter identity or the
association between the voter and the vote. The AvecVoting system is designed with the implicit assumption that some
parts of the voting infrastructure will be compromised, and therefore decentralizes the verification stage through nodes
on the blockchain to mitigate possible single points of failure. The architecture guarantees that votes are stored
immutably and can be verified by anyone without compromising voter identity. The results of simulations demonstrate
that the system can process votes efficiently while also providing strong security guarantees. Overall, the research
makes significant advancements addressing the conflict of trust, transparency, and privacy in evoting systems, which
sets a baseline for blockchain-based voting systems that are secure in partially adversarial environments.

Benabdallah, Ali, et al. [3] undertook a systematic literature review carrying out an analysis of the current blockchain-
based solutions for electronic voting systems and discovered trends, challenges, and prospects for future advancements.
The authors in their review tracked significant research initiatives focused on cryptographic methods, consensus
mechanisms, and architectural models applied to blockchain voting systems. Their review concluded that while
blockchain produces significant transparency and immutability benefits to electronic voting, scalability and supporting
voter anonymity are major drawbacks. The authors suggest that hybrid models leveraging off-chain computation and
storage could increase performance without sacrificing security. The review will also discuss the comparative
efficiency of various consensus mechanisms and protocols, including Proof of Work, Proof of Stake, and Byzantine
Fault Tolerance, in an electronic voting application context. The authors conclude that Privacy-Preserving methods are
crucial to effective electronic voting by bridging the competing needs of transparency and confidentiality, including
methods of homomorphic encryption and zero knowledge proofs. In summary, the review covered in depth the
development of blockchain e-voting solutions and articulates future research directions that can establish global
electronic voting adoption perspectives.

In their work, Alvi, Syada Tasmia, et al. [4] put forth DVTChain, a decentralized system based on blockchain
technology that enables the security and transparency of digital voting. The framework operates by utilizing smart
contracts and a distributed ledger to record, verify, and tally votes in a transparent and tamper-proof manner. One key
innovation of DVTChain is its decentralized trust model, which eliminates the reliance on a centralized authority and
minimizes the risk of manipulation. The system leverages cryptographic signatures and public key infrastructure that
provides assurance of the authenticity of both votes and voter identities, without revealing any sensitive information.
The authors also propose optimized block generation and validation procedures to address scalability, making the
framework suited to large-scale elections. Furthermore, performance analysis demonstrated high throughput and low
latency, making the framework practical for deployment in real-world scenarios. Overall, DVTChain enhances voter
trust through transparent and decentralized verification, while also providing a framework for secure electronic voting
in democratic systems.

Faruk, Md Jobair Hossain, and colleagues [5] introduced BieVote, a blockchain-based framework with biometric
identification, aimed at achieving secure and transparent digital voting. The framework employs facial recognition as a
biometric authentication method to verify the identity of the user and prevent impersonation and double voting. After
the user is authenticated, their vote is recorded as a transaction on the blockchain ledger, ensuring that it cannot be
modified or erased. The framework utilizes cryptographic hash functions for vote integrity and enhances data privacy
during the system operation. The framework also includes an endto-end verification process, which allows voters to
independently verify their vote was counted while not disclosing the actual content. The authors concluded that
generating additional security with biometrics by utilizing blockchain maintains the usability of electronic voting.
BieVote was shown to have improved accuracy and reliability than existing online systems in experimental tests. This
framework contributes to significant improvements in secure, transparent, and user-friendly voting systems.
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Alshehri, Ali, et al. [6] designed a privacypreserving e-voting system for score-based voting using blockchain for added
fairness and transparency. This study examines privacy issues in voting systems that must support scoring or
preference-based voting for candidates. The authors propose a system that employs homomorphic encryption alongside
blockchain to ensure all individual votes remain private but all aggregate results are verifiable and publicly auditable.
Additionally, automated smart contracts manage the validation and counting of votes, which prevents a candidate from
manipulating or tampering with the calculations of results. The authors have a distributed consensus so every node that
allows users to send a vote will contain the same view of the ledger and not rely on a traditional central authority. The
authors state their system can easily scale without compromising voter privacy by allowing for the publication of
results in real time. The results of their experimental evaluation demonstrate that the proposed voting system provides
an efficient private, transparent, and accurate voting option for today’s democratic needs. The contribution of this study
is a forward-looking framework for multi-criteria voting systems that, due to the decentralized verifier uses, are capable
of Hajian Berenjestanaki, Mohammad, et al. [7] provided a thorough review of the technology behind e-voting systems
that utilize the blockchain, discussing the various architectures, cryptographic protocols, and consensus mechanisms
which are implemented to address the matters of security and transparency for voting. The authors even addressed
important technical underpinnings that foster secure evoting, including smart contracts, decentralized ledgers, and
privacy-preserving cryptographic techniques. The paper reviews current voting systems and characterizes them
according to their scalabilities, their guarantees of anonymity, and ability to verify the vote. The authors even addressed
the trade-offs of public and private blockchain systems, noting that permissioned blockchains seem to provide better
means of control and efficiency for use in an election on the scale of a nation. The review also presents the challenges
that are still evident, such as votercoercion, scalability limits, and likely network latency, which lays a foundation for
future research. Lastly, by drawing comparisons between a number of leading protocols concerning blockchain voting,
this paper identified the optimal procedures to achieve maximum transparency with the least amount of dependency.
All in all, this review serves as a technological guide for researchers to help inform the development of future
blockchain-based voting systems.

Vladucu et al. [8] conducted a comprehensive survey that looks at the intersection of blockchain technology and
electronic voting systems, underscoring the ability of distributed ledgers to change the dynamics of democratic
participation. The paper methodically analyzes the state of existing blockchain e-voting frameworks, with an emphasis
on the ability for decentralization, immutability, and cryptographic security to counter rigging and fraud. Key areas
considered include the concerns surrounding vote privacy, voter authentication, and transparency of results. The paper
advocates for the ability to incorporate zero-knowledge proofs, homomorphic encryption, and verifiable secret sharing,
to improve anonymity and auditability of ballots. In addition, the authors examined the performance characteristics of
latency, scalability, and energy use, which varied depending on the respective types of blockchain platforms employed
for voting applications. The results suggest that a hybrid architecture of on-chain and off-chain components, can
balance performance and reliability, while optimizing resources. The paper closes by describing open research
challenges of privacy-preserving verifiability and accessibility for voters, and is a useful contribution to the emerging
body of literature in electoral frameworks using blockchain.

PVPBC (Privacy and Verifiability Preserving Blockchain), proposed by Sallal, Muntadher, Ruairi de Fréin, and Ali
Malik [9], operates as a permissioned blockchain-based e-voting solution that guarantees integrity and verifiability of
voting results without the need for trusted agents.

Voter anonymity is provided alongside verifiability of votes through cutting-edge cryptographic methodologies,
including zeroknowledge proofs and ring signatures. PVPBC consists of a permissioned blockchain framework that
enables participation from a defined set of authorized users, promoting jurisdiction and lowering the computational
expense. Blockchain smart contracts automate management of the election process systematically—voter registration
through to vote tabulation—creating a transparent and tamper-proof solution. Simulated outcomes confirm that PVPBC
framework exhibits resilience to double voting and attack, while allowing independent verification of election results.
Overall transaction speed and latency is improved compared to existing public blockchain implementations. PVPBC
represents an advance direction in providing a scalable, secure, and privacy-preserving e-voting solution applicable to
governmental and institutional elections, where data integrity and confidentiality remain critical considerations.

The research study by Daraghmi, Eman, Ahmed Hamoudi, and Mamoun Abu Helou [10] centered upon Decentralizing
Democracy through the creation of a secure and transparent e-voting platform built on blockchain technology, which is
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examined both a techno-political and technological context---the adoption of blockchain in Palestine. The study
addresses issues associated with electoral fraud, data manipulations, and centralized power structures by be infra-
structurally dispersing trust among the nodes of the blockchain. The system uses cryptographic hash functions, digital
signatures, and decentralization in its verification mechanism to ensure votes are securely recorded and immutable.
Smart contracts that self-execute facilitate efficiency, transparency, and secure voting and election output. The
framework is oriented to support the anonymity of the voter while providing universal verification through the means
of attribution. This means that citizens would be able to verify on their own that their votes were counted correctly. The
study explore the socio-political implications and public attitude towards the adoption of blockchain in national
elections, where there was an emphasis on enhancing public trust in democratic systems. The experimental evaluations
demonstrate operational and logistical possibilities of experimenting with new voting systems based on blockchain in
electoral scenarios with a sustainable and tamperproof alternative to traditional voting and election output.

III. EXISTING SYSTEM

Most currently utilized electronic voting systems utilize a centralized structure whereby all voting data is stored in a
central database that electoral authorities directly control. Many of the systems utilize traditional encryption or
password authentication methods for voter authentication that do not adequately protect against tampering and
unauthorized entry. Some system models have utilized cryptographic hashes and a fundamental blockchain component
to record the votes themselves as transactions for little more than partial transparency and transferability. Additionally,
in some instances, the use of biometric voter authentication methods, such as through a fingerprint or face verification,
has been introduced to improve voter authentication and limit impersonation. Nevertheless, there is no complete end-to-
end verifiable mechanism that ensures neither total privacy nor integrity of the entire voting process. Any time a voting
solution utilizes a centralized server, it remains vulnerable to hacking, altering data, or system failings, all of which
may compromise election results. The primary limitations of existing voting solutions include susceptibility to data
tampering, underdeveloped decentralization, and the lack of a substantive fraud detection mechanism. Even in either
outright or partial blockchain systems, typically the blockchain records election results rather than voting data, creating
gaps in both the transmission of the data, and validation of data. Additionally, storing raw voting data in traditional
databases serves to increase any risk of tampering or unauthorized changes before that data can be entered into the
blockchain. Furthermore, data stored transparently without proper encryption raises privacy concerns as sensitive voter
data can be susceptible to leaks. All of these shortcomings together illustrate that while current e-voting technology
marks improvement over paper-based voting systems, it still lacks full decentralization, immutability, and biometric
verification systems necessary for complete security and trust.

IV. PROPOSED SYSTEM

The system we propose involves a biometricbased e-voting framework utilizing blockchain technology to provide
security, transparency, and verifiability in every aspect of the voting process. In this study, blockchain technology is
used as the primary infrastructure to register every vote as a transactional entry that cannot be altered, changed, or
replicated. Each vote that a voter casts is recorded in a decentralized ledger (blockchain) of smart contracts maintained
by multiple nodes on the network, preventing unauthorized access by a single entity to control or modify voting data.
Every transaction is secured by cryptographic hashing, and the cycle of integrity will preserve all data until the end
result is announced. The decentralized structure will improve trust and transparency, while minimizing vulnerabilities
encountered in centralized databases that could jeopardize the voting process. Biometrics utilizing facial recognition is
utilized in the conducted system to provide an extra advanced level of voter authentication and to prevent fraudulent
voters. Biometric facial features of each voter will be taken and matched with biometric data to verify their identity
before they access the voting system. This is designed to ensure that only a unique intended individual casts a vote
accountable to a legitimate voter, in accordance with the "one-person-one-vote" principle essential for democratic
voting. Once the individual has been validated as a voter, the system produces a unique cryptographic hash that has the
voter’s identity assigned to it as a part of the transaction on the blockchain, without disclosing any personally
identifiable information. This ensures anonymity while simultaneously providing verifiability in tracking the vote
participations. Once the submitted vote is cast, it undergoes a validation process by the blockchain miners who
authenticate and finalize the voting transaction prior to it being included in the blockchain ledger. A unique transaction
ID is produced and automatically sent to the voter in an email or text message which allows the voter to track the status
of their vote in real-time without knowing the voter’s specific vote preference. Any fraudulent or duplicate votes will
be caught and rejected at this phase before the transaction is immortalized on the blockchain. Additionally, the system
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provides a secure and easy to use web interface for both voters and administrators to organize and manage data election
organization and data collection. In combining Blockchain technology with biometric verification, this research
presents an uncompromised, traceable, and private digital voting system that elevates the credibility and reliability of
modern elections.

V. METHODLOGY

The methodology of this research outlines the systematic framework adopted for designing and implementing a secure
blockchain-based biometric e-voting system. The approach combines biometric face recognition for voter
authentication with blockchain technology to ensure decentralized, tamper-proof, and verifiable vote recording.

Data Collection and Preprocessing

Facial datasets of registered voters are collected during the enrolment phase under secure conditions. Each image
undergoes preprocessing operations such as normalization, resizing, and noise removal to enhance recognition
accuracy. The pre-processed data is then stored in an encrypted form within the database to ensure privacy and prevent
unauthorized access. This dataset forms the foundation for biometric authentication during the voting phase.

Voter Authentication Using Face Recognition During the voting process, the voter’s live image is captured and
compared with pre-stored facial data using a deep learning-based recognition algorithm. Facial features are extracted
using convolutional neural network (CNN) techniques or equivalent feature extraction models. If the similarity
threshold is met, the voter is authenticated successfully and granted access to the voting interface. This step ensures that
only legitimate voters can participate, preventing fake or duplicate entries.

Vote Casting and Transaction Generation

After authentication, the voter selects the desired candidate through a web-based interface. The system immediately
converts the selected vote into a cryptographic transaction containing an encrypted voter hash and candidate ID. This
transaction is then broadcast to the blockchain network for validation. The cryptographic hash ensures the anonymity of
the voter, while the decentralized ledger structure guarantees transparency and security.

Blockchain Validation and Block Creation

The blockchain network’s miners verify each transaction to confirm its authenticity and ensure that no duplicate votes
exist. Once validated, the transaction is mined and added as a new block in the blockchain ledger. Each block contains
the transaction details, timestamp, and hash of the previous block, maintaining a continuous, immutable chain. Invalid
or malicious votes are detected and rejected during this validation process.

Vote Tracking and Result Computation

Upon successful mining, a unique transaction ID is generated for the voter and sent through secure communication
channels such as email or SMS. This ID allows the voter to verify that their vote has been recorded on the blockchain
without revealing voting details. During result computation, the blockchain ledger is queried to count
validated votes for each candidate, ensuring accuracy and eliminating the possibility of manipulation.

System Evaluation and Performance Analysis The final phase involves testing the system for accuracy, security, and
efficiency. Parameters such as biometric verification accuracy, blockchain validation time, and system response rate are
evaluated. The system’s resilience against tampering and fraud is also analyzed. Results demonstrate that the proposed
methodology successfully combines biometric and blockchain technologies to achieve a secure, transparent, and
privacy-preserving e-voting framework.
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Figure 1: Architecture diagram of the proposed Blockchain based voting system
V. EXPERIMENTAL RESULT

The experiment was held to gauge and evaluate the performance, reliability, and efficiency of the blockchain-based
biometric e-voting system. The evaluation setting covered the biometric authentication accuracy assessment, speed of
the transaction validation in the blockchain, and the entire system performance. The evaluation aimed to verify that
the voter authentication, data immutability, and privacy were all in place in an efficient voting operation. The accuracy
of the facial recognition module was very high because of successfully performed preprocessing of the face image,
and successful feature extraction of the face image. The validation in the blockchain showcased a high resilience to
tampering and double voting, which attested to the decentralized design and development of the segmentation. There
were comparative results between the centralized existing e-voting model and the blockchain-based biometric system
in reference to accuracy, security, transparency, and efficiency.
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Table: Accuracy Comparison between Existing and Proposed Systems

Parameter Existing Proposed
System System

Biometric 87.4% 96.8%

Verification

Accuracy

Data Security and 78.6% 98.2%

Integrity

Transparency Level 74.1% 95.7%

Vote Validation | 80.3% 97.5%

Efficiency

Privacy Preservation| 82.0% 99.1%

Rate

Overall System| 80.5% 97.5%

Accuracy

This comparative analysis clearly indicates that the proposed blockchain-based biometric e-voting system outperforms
existing solutions in all major aspects authentication accuracy, transparency, and system integrity demonstrating its
potential for real-world electoral deployment.

The system introduced here demonstrates a marked enhancement in security and accuracy compared to current systems.
The blockchain aspect allows for an appropriately managed voting process to ensure otherwise irretrievable
immutability of vote data, and prevent unauthorized access and manipulation of the data. The facial recognition aspect
adds further shadow validations combined with verification, to solidify those only voters, whom have been properly
authenticated, can vote and/or confirm their voting confirmation. Transaction-based verification mechanisms enabled
by the blockchain creates a single, point-to-point traceable capability, where every voter can track their particular
voting authorizations using a unique transaction ID as a surrogate identity, while maintaining anonymity. Furthermore,
decentralized validation provides a form of security that does not depend on a central authority based on the validation,
reducing the probability of manipulation or false generation of results. Generally, the performance shows that the
formally structured, blockchain-integrated biometric e-voting model is relevant and demonstrated to enable a secure,
transparent, and trusted election process.

VI. CONCLUSION

The research concludes that integrating blockchain technology with biometric authentication offers a highly secure,
transparent, and efficient approach to electronic voting. By leveraging the immutability and decentralization of
blockchain, the system ensures that every vote is permanently recorded, verifiable, and resistant to tampering. The
inclusion of face recognition for voter authentication effectively eliminates duplicate and fraudulent voting attempts,
maintaining the integrity of the electoral process. Each vote, treated as a blockchain transaction, is uniquely identified
through a cryptographic hash, enabling verifiable tracking while preserving complete voter anonymity. The validation
of transactions by distributed nodes further enhances trust, ensuring that no central authority can manipulate results or
alter stored data. Furthermore, the developed framework demonstrates strong performance in terms of accuracy,
privacy preservation, and real-time vote validation. The system provides an end-to-end verifiable solution that
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guarantees fairness and transparency without compromising usability. Through decentralized control and automated
validation, the proposed model reduces human intervention, strengthens security, and enhances public confidence in
digital voting platforms. Overall, this research establishes a scalable and reliable e-voting architecture capable of
redefining electoral trust and integrity in modern democratic environments.
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